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SEMESTER END EXAMINATION - APRIL 2018
 SEMESTER: II B.A/B.COM/B.SC                                                               Date:17/04/2018                                         
SUBJECT: INFORMATION TECHNOLOGY [OLD COURSE]
Max Marks: 80                                                                                                  Duration: 2 Hrs
INSTRUCTIONS:
1. All Questions are compulsory, however internal choice is available.
2. Figures to the right indicate marks to the question/ sub-question.

Q.1.	Answer any four of the following:				                  (4x4=16)
a. What are the advantages of using computer network? Explain any 4 of it 
b. Differentiate between LAN and WAN.
c. In your own words explain how Denial of Service attacks are carried out.  
d. Discuss any 2 safety measures you think are most important to be followed when you use social networking sites and why? 
e. What do you understand from intellectual property right? Explain
f. What is meant by online privacy policy? Why is it required?	

Q.2. 	Answer any four of the following:				                 (4x4= 16)
  
a. What is a Denial of service attack? Explain
b. How would you report a cyber-crime? Name a few evidences you should obtain to report a cyber-crime. 
c. What is CERT? What are the roles of CERT-In?
d. What do you understand by Information Technology Act? What is the need for such an Act?  
e. What is active, archival and latent data? Explain
f. Explain what do you understand by cyber forensic and why is it required 	
Q.3. 	Answer any two of the following    					       (2x6=12)
A. What is meant by Social Engineering attack? Explain with suitable examples
B. What is a malware?  Explain any 3 malwares that can harm your computer 
C. What is cyber war? Why are nations scared of cyber war? Explain with appropriate examples 
 
Q.4. A) Explain computer based crimes, computer assisted crimes and content based crimes with examples 									    (12)
OR
B) Answer the following 									    (12)
i)What is cyber stalking ? Give any 6 security tips which you think are important to avoid cyber stalking
ii) Write note on phishing. Explain how is it different from pharming 	 

Q.5. A) With at least 2 appropriate examples of each, explain cyber-crime against individuals, cyber-crime against individual property, cyber-crime against organization and cybercrime against society 	                                                                                 (12)
OR
B) What is cyber offence? Explain any 4 bailable and 2 non bailable offence covered under Information Technology Act.  	  						    (12)
		
Q.6. A.What is cyber forensic? Explain the different phases of forensic procedure 	    (12)
OR
 B.	Answer the following 								    (12)
i)	What do you understand by disk imaging or cloning? Why is cloning required during cyber forensic?
ii)	What is meant by media sanitization with respect to cyber forensic? Explain.   (12)
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