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Q1. Answer any four of the following.                                                                  (4x4=16)
a. Give any four advantages of networking.	
b. Write a short note on IP addressing.
c. What is cyber war? Which are the three major approaches used for cyber attacks?
d. Explain the four types of mobile application based threats.
[bookmark: _GoBack]e. What do you understand by intellectual property rights? Explain in your own words.
f. What is online privacy? Why is there need to have online privacy?

Q2. Answer any four of the following.			                                        (4x4=16)
a. How would you report a cyber crime?
b. Explain in your own words the acquisition of evidence step in forensic investigation.
c. With examples explain any two cyber offences against society.
d. What is electronic evidence?
e. What is a cyber crime? What can be the various impacts of cyber crime?
f. What do you understand by Information Technology Act? What is the need for such an 
     act?

Q3. Briefly explain the following.				                                                   12 
i) Adjudicating officers
ii) Cyber offenses against individual
iii)  Roles and powers of CERT-In
OR
Q3. A. Explain bailable and non-bailable offenses. Give examples.			         6 
       B. Explain the provisions related to e-commerce in IT Act.		                    6 

Q4. A. How can you protect yourself on social networking? (Any 6 points) 		         6
       B.	What is session hijacking? Explain any five methods to prevent session hijacking.  
                                                                                                                                              6
OR
Q4. X. Explain network sniffers. Give the good and bad uses of network sniffers.            6 
       Y. Explain the threats associated with BYOD.					         6
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Q5. A. What is Phishing? How do you identify a fake or phishing email? 		         6
B. Briefly explain the three types of cyber crimes namely computer based, 
computer assisted and content related crimes.			           	                    6
OR
Q5. Write a short note on the following.							       12
i. Identity Theft
ii. Cyber Stalking
iii. Denial of service

Q6. A. What is media sanitization? Explain the four types of media sanitization.	         6 
       B.	Write a note on cloning of devices.				           		         6
OR
Q6. X. Write a note on Data Recovery. What are the three different types of data that can 
             be recovered?   			      						         6
       Y.	 Explain the two types of risks involved in evidence collection.   	                    6
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