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Q1. Answer any four of the following.			                                        (4x4=16)
a. Explain ring network topology.		
b. Give 4 uses of social media.
c. Briefly explain Hyper Text Transfer Protocol Secure (HTTPS).
d. Give any 4 online behaviors which can be considered as cyber stalking.
e. Differentiate between a virus and a worm. (Any 2 points)
f. What are the safety measures you will follow when you choose password? (Any 4)

Q2. Answer any four of the following.						       (4x4=16)
a. Describe the 4 techniques of media sanitization.
b. What do you understand by Intellectual Property Rights? Explain in your own words.
c. What is a cyber offense? Give examples of offenses against organization.
d. What is IP addressing?
e. Give 4 advantages of LAN.
f. What is cyber squatting?

Q3. Explain the following three main steps to a forensic investigation. 		    (12)
i) Acquisition of the evidence
ii) Authentication of the recovered evidence
iii) Analysis of the evidence
OR
Q3. A. Explain in detail the process of cloning of devices. 		                            (6)
       B. Explain the 2 types of risks involved in evidence collection.			      (6)

Q4. A. Explain in brief the types of crimes mainly computer-based, computer assisted and content related crime.	                                                                                   (6)
       B.	Explain any two email related crimes.						      (6)
OR
Q4. X.	Explain any two social engineering attacks.		           			      (6)
       Y.	Write a short note on identity theft. Give examples.				      (6) 
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Q5. A. What is session hijacking? Explain 4 methods to carry out session hijacking.     (6)
       B. Write a short note on BYOD.				           			      (6)
OR
Q5. Explain the following 3 types of spoofing.				                          (12)
i) IP Address Spoofing
ii) Email Spoofing
iii) GPS Spoofing

Q6. A. Explain bailable and non-bailable offenses. Give examples. 		                 (6)
       B.	Write a note on adjudicating officers.				           		      (6)
OR
Q6. X. What is CERT? Explain the types of CERT with examples.   	                            (6)
       Y.	Explain the provisions related to e-commerce in IT Act.    	 		      (6)
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